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SECTION 1: OVERVIEW OF RESPONSEPOLICY

1.1 General

This document is the Non-Routine Emergency Response Policy (to be known within this
document as the policy) to the San Joaquin County Area Plan. It is designed to work in
conjunction with, and not replace the Area Plan. The Response Policy identifies specific
response hazards to situations that may be faced by Emergency First Responders and Incident
Commanders. These individuals shall use the plan to identify and prioritize initial response
strategies.

The Response Policy is designed to address specific types of non-routine emergency responses
that may be encountered by local agency personnel. Although there are many types of
emergencies that may be encountered, this plan addresses specifically chemical hazards,
biological threats and suspicious letters/containers. Not every possible type of release is
covered, but those that have a potentially greater chance of occurring, or those, that although
rare, would pose a significant health threat to the county.

Due to the dynamics of emergency response along with the uniqueness of a specific event, it is
expected the Response Policy cannot cover every type of event under all circumstances. The
policy can be used as a general guide when field conditions and operations exceed the
capabilities of the plan.

1.2 Objectives

Administrative Objective: To meet minimum State statutory requirements for the development
of area plans. ' This includes describing the County hazardous materials response system and
those procedures and capabilities common to all jurisdictions. The Response Plan is
implemented to enhance and improve these procedures and capabilities.

Operational Objectives: The goal of the hazardous materials response system developed by the
jurisdictions of San Joaquin County is to protect public health, prevent environmental damage,
and ensure proper use and disposal of hazardous materials. The Non-routine Emergency
Response Policy will further this goal by meeting the following objectives:

1. Identify unique hazards that may occur beyond normal day-to-day operations.
2. Create a basic plan of response for initial responders and Incident Commanders to
follow.

' §25500, Article 1, Chapter 6.95, Division 20, Health and Safety Code
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3. Ensure agencies and jurisdictions receive proper notification and understand their
roles and responsibilities with these unique hazards.

1.3 Agencies involved with theResponsédPolicy
The local Administering Agency for the Area Plan and Response Policy is the San Joaquin
County Office of Emergency Services (OES). OES shall take responsibility of initial response
within their jurisdiction of hazardous materials that require implementation of this policy.
Due to the nature of many of the types of events addressed in this policy, the San Joaquin County
Public Health Officer shall have the responsibility of addressing response issues relating to bio-

hazards and letters/containers with unknown contents (such as white powder).

Other agencies and jurisdictions within the County that may be involved with response
operations:

* San Joaquin County Sheriff and Dispatch for law enforcement control, report and dispatch
of required resources to the scene of an incident

* Local Law Enforcement Agencies for law enforcement control

* Federal Bureau of Investigation for crime scene response when terrorist activity is
suspected or actual

* Local Fire Departments and Hazardous Materials Response Teams

* Environmental Health Division
* Agricultural Commissioner for agricultural chemical use

* Community Development Department for building structure and plans

1.4 Establishment of Incident Command

Incident Command shall be established in accordance with local jurisdictional authority and the
Area Plan. For incorporated areas within the County, local law enforcement or fire department
shall assume Incident Command. For unincorporated areas within the county, the San Joaquin
County Sheriff shall be the Incident Commander. On state property such as Highways and
Freeways, the California Highway Patrol shall assume the responsibility of Incident Command.

San Joaquin Operational Area- 1-2 October, 2009
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14.1 Responsibilities of County Public Health and the Federal Bureau of Investigation

In emergencies involving actual or suspected biohazards or chemical warfare agents, notification
shall be made to the County Public Health Department. The County Public Health Officer shall
have the responsibility of determining what further resources are required. Public Health staff
will evaluate the situation in coordination with the Incident Commander. The determination
shall be made whether a biohazard is present and if there is the possibility of it being terrorist
activity. The Public Health Office can be contacted at:

Public Health Representative Monday-Friday 0800-1700: (209) 468-3420
(via County Environmental Health) After hours, weekends, etc:  (209) 468-6000

If suspicion of anthrax is present and there are other indicators such as listed in Section 4, the
Federal Bureau of Investigation (FBI) shall be notified immediately. FBI can be contacted at:

FBI Office Sacramento Monday-Friday: (209) 481-9110

142 Responsibilities of the San Joaguin County Office of Emergency Services

The Office of Emergency Services (OES) shall maintain oversight of the Non-Routine
Emergency Response Policy and plan interaction with the San Joaquin County Area Plan. The
plan shall be submitted by OES to all respective involved parties for review and approval. OES
shall also submit the plan to the Joint Team Hazardous Materials Steering Committee for review
and comment on Joint Team response. OES Hazardous Materials Specialists will work as part of
any Joint Team response.

The OES Duty Officer cannot respond on an individual basis to positively identify a biohazard
such as anthrax, ricin, or botulism toxin due to an inability to identify such materials in the field.
The Duty Officer can be part of the initial response to chemical releases in order to identify an
unknown chemical. The Duty Officer can also respond as part of a Joint Hazardous Materials
Team.

143 Responsibilities of the Joint Hazardous Materials Team

The Joint Hazardous Materials Team shall respond to a chemical or biohazard response at the
request of the Incident Commander. The request shall be made through the San Joaquin County
Sheriff Dispatch Center and the OES Duty Officer. Joint Team personnel shall establish
required site control zones, set-up proper decontamination procedures (including mass
decontamination corridors if required) and assume the roles of Hazardous Materials Group
Supervisor and Assistant Safety Officer.

If the sampling of a suspected or known biohazard or chemical warfare agent is required, only
those Joint Team personnel who are adequately trained in sampling techniques shall respond.

San Joaquin Operational Area- 1-3 October, 2009
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The Hazardous Materials Group Supervisor and the Assistant Safety Officer will coordinate such
action with the County Public Health Officer and a FBI representative. Personnel taking samples
will follow Center for Disease Control sampling protocols (as in the case of anthrax) and ensure
proper chain-of-custody procedures are followed as well.

1.5 Response Plan Review and Updates
Like the Area Plan, the Response Plan shall be revised and updated on an ongoing 3-year cycle.

If a new chemical or biohazard threat is recognized or becomes plausible, the plan and
enclosures can be updated to meet the new threat.

1.5.1 Revision Approval body

The San Joaquin Operational Area, Weapons of Mass Destruction (WMD) sub-committee, shall
review response polices that relate to WMD if necessary to be developed or modified.

The Area Plan committee shall conduct all revision aspects that need to be revised, accept the
Appendix 12-Hazardous Materials Joint Team Policies.

San Joaquin Operational Area- 1-4 October, 2009
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SECTION 2: RESPONSE TOINDUSTRIAL CHEMICAL HAZARDS

2.1 Definition of Industrial Chemical Hazards

Chemical hazards are generally associated with the unintentional release of a chemical due to an
industrial accident or human error. For the purposes of this policy, a non-routine chemical
release can also be an intentional criminal act similar to act of bioterrorism. The policy shall
address response to both an unintentional act and a terrorist chemical attack.

2.2 Personal Proective Equipment for ChemicalHazards

This policy shall follow the guidelines established in Section 11, “Material Identification and
Site Characterization Protocols” found in the San Joaquin Hazardous Materials Response Team
Procedures.

2.3 Industrial Chemical Releases

Chemical releases due to accident or human error are the most common type of release. The
advantage of such a release is that San Joaquin Emergency Services and the Joint Hazardous
Materials Response Team have trained for such emergencies. The only factor that may change is
the scope or scale of the release. While small-scale releases are relatively common, a large
release involving multi-agency response will require a larger expenditure of resources and effort.

For industrial chemical releases that can be determined “routine” emergencies, the Incident
Commander or Unified Command shall follow the procedures set forth in the San Joaquin Joint
Hazardous Materials Response Team Policies and Procedures Plan; Specifically, Section 9,
Incident Management Policy.

San Joaquin Operational Area- 2-1 October, 2009
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SECTION 3: RESPONSE TO TERRORIST CHEMICAL RELEASE

3.1 Definition of Terrorist Chemicals

Terrorist or other such criminal activity may use chemicals as a weapon to create injury and
damage beyond what would normally be expected during an emergency release. Chemicals as a
weapon have advantages to the terrorist. The chemicals can already be in place, are easy to
manufacture in some cases, and have the ability to sow a large amount of fear and panic as well
as actual damage. There are also chemicals such as nerve agents that while being difficult to
manufacture and disseminate, can be extremely toxic.

In a terrorist attack, the chemical released is done in a manner to create the greatest degree of
harm and panic as possible. In such circumstances terrorist chemical releases may use chemicals
already in place, such as at a warehouse or chemical manufacturing facility with chlorine or
ammonia. The other type of terrorist chemical attack could involve chemicals created for use in
an attack. They are manufactured elsewhere and released in an area to create harm and panic.

The most dangerous type of manufactured chemicals would be a military designed nerve agent
such as Tabun, VX, and blister agents such as mustard gas. However, chemicals such as these

are difficult to widely disseminate even by the military. In most cases, chemicals such as Sarin
and Tabun would be limited to random small attacks designed to spread fear. *

3.2 Personal Protective Equipment for Terrorist Chemical Attacks

The policy shall follow the guidelines established in Section 11, “Material Identification and Site
Characterization Protocols” found in the San Joaquin Hazardous Materials Response Team
Procedures.

3.3 Response to Terrorist Chemical Atack

There are many types of chemicals that can be classified as terrorist-related weapons. In most
circumstances, it will be beyond the capabilities of local hazardous materials response teams and
public health to make an accurate field identification of the chemical involved. In this situation,
section 4 of this policy shall be followed. When the possibility of a terrorist attack involving
chemicals is suspected, local law enforcement and the public health department should
immediately contact the FBI. This will allow further specialized teams to be utilized to better
identify what possible chemicals are present.

An intentional, terrorist-related release of a chemical will create an entirely more hazardous and
multi-faceted set of challenges to initial On-Scene Responders and the Incident Command. This
is due to factors such as releases beyond an industrial facility or transportation network. A

2 Poisons pg. 181. Peter Macinnis, Arcade Publishing, New York, 2004.
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terrorist chemical release can be in a crowded general population area such as a shopping mall or
downtown district. The chemical released is more than likely going to create immediate adverse
reactions in those contaminated and will more than likely cause mass hysteria and large-scale
media interest.

The County Public Health Officer shall work closely with local medical emergency services,
local law enforcement and the media to address the following:

e Establish Incident Command and Unified Command
¢ Communication with hospitals receiving those showing symptoms

* Interaction with federal agencies such as the FBI and the Center for Disease Control
(CDC)

* Determine type of chemical present
* Provide accurate and timely information to the public and to the media

To assist with response and possible definition of a terrorist chemical, the Incident Command or
Unified Command may use the fact sheets listed for types of terrorist chemicals found in
Attachments 6.1.2 through 6.1.21.

3.4 Types of Terrorist Chemicals

Before the arrival of specialized response teams, chemical and threat indicators may be observed
such as unique exposure symptoms or an articulated threat made by a criminal or terrorist
organization. Types of chemicals that could be used for an attack are extensive. Many
chemicals are also known by a two-letter designator as well as their chemical name. An example
would be “GA” for Tabun. This system was initiated in Germany and later expanded by the U.
S. Army and British Army to create common terms that could be used by all involved parties.

The types of terrorist chemicals include:*
Biotoxins: Chemicals or poisons derived from plants or animals. They can also be classified as
biohazards and are addressed below in Section 3. Examples include Ricin (addressed separately

in section 3.3), digitalis and strychnine.

Blister Agents/Vesicants Chemicals that severely blister the eyes, respiratory tract, and skin on
contact. They are broken down further into:

’ War of Nerves, Chical Warfare from World War | to ADaeda pg. 105. Jonathan B.
Tucker, Pantheon Books, New York, 2006.

* Emergency Preparedness and Response, Chemical Emergencies Overview, Types and
Categories of Hazardous Chemical®nter for Disease Control, 2009.
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* Mustards:
o Distilled mustard (HD)
Mustard gas (H) (sulfur mustard)
Mustard/lewisite (HL)
Mustard/T
Nitrogen mustard (HN-1, HN-2, HN-3)
Sesqui mustard
o Sulfur mustard (H) (mustard gas). (Attachment 6.1.21)
* Lewisites/chloroarsine agents:
o Lewisite (L, L-1,L-2,L-3) (Attachment 6.1.14)
o Mustard/lewisite (HL)
* Phosgene oxime (CX) (Attachment 6.1.17)

O O O O O
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Blood Agents Chemicals that affect the body by absorption into the blood. These include:

* Arsine (CDC fact sheet in Section 6.1.4)
¢ Carbon Monoxide
¢ Cyanide (CDC fact sheet in Section 6.1.11):
o Cyanogen chloride (CK)
o Hydrogen cyanide (AC)
o Potassium cyanide (KCN)
o Sodium cyanide (NaCN)
¢ Sodium monofluoroacetate (compound 1080)

Caustics (Acid9: Chemicals that burn or corrode skin, eyes and mucous membranes (lining of
the nose, mouth, throat and lungs) on contact.

* Hydrogen Fluoride (Hydrofluoric Acid) (CDC fact sheet in Section 6.1.12)

Choking/Lung/Pulmonary Agents. Chemicals that cause severe irritation or swelling of the
respiratory tract (lining of the nose, throat and lungs). These include:

* Ammonia
*  Bromine (CA) (CDC fact sheet in Section 6.1.7)
¢ Chlorine (CL) (CDC fact sheet in Section 6.1.10)
* Hydrogen chloride
* Methyl bromide
* Methyl isocyanate
*  Osmium tetroxide
* Phosgene:
o Diphosgene (DP)
o Phosgene (CG) (CDCfact sheet in 6.1.16)
* Phosphine
* Phosphorus, elemental, white or yellow
* Sulfuryl fluoride

Incapacitating Agents Drugs that make people unable to think clearly or that cause an altered
state of consciousness (possibly unconsciousness). These include:

* BZ (CDC fact sheet in Section 6.1.8)
* Fentanyls and other opiods’

> “Opioids such as fentanyl are used to relieve pain, but they also cause an exaggerated
sense of well-being, and, if used too much, dependence and addiction.” Merck Index, online
version, 2009.
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Long-Acting Anticoagulants: Poisons that prevent blood from clotting properly, which can lead
to uncontrolled bleeding.

Super Warfarin

Metals: Chemicals that can be classified as metallic poisons. These include:

Arsenic (Agency for Toxic Substances and Disease Registry [ATSDR] FAQ sheet in
Section 6.1.3)

Beryllium (ATSDR FAQ sheet in Section 6.1.6)

Cadmium (ATSDR FAQ sheet in Section 6.1.9)

Lead (ATSDR FAQ sheet in Section 6.1.13)

Mercury (ATSDR FAQ sheet in Section 6.1.15)

Nerve Agents Highly toxic chemicals that work by preventing the central nervous system from
operating properly. These include:

G agents:
o Sarin (GB) (CDC fact sheet in Section 6.1.19)
o Soman (GD) (CDC fact sheet in Section 6.1.20)
o Tabun (GA) (CDC fact sheet in Section 6.1.22)

V agents:
o VX (CDC fact sheet in Section 6.1.23)

Organic Solvents Chemicals that damage tissue by dissolving fats and oil
(saponification).

o Benzene (CDC fact sheet in Section 6.1.5)

Riot Control Agents/Tear Gas Highly irritation normally used by law enforcement for
crowd control or by individuals for protection (example being mace). These include:

Bromobenzlcyanide (CA)
Chloroacetophenone (CN)
Chlorobenzylidenemalononitrile (CS)
Chloropicrin (PS)

Dibenzoxazepine (CR)

O O O O O

Toxic Alcohols Poisonous alcohols that can damage the heart, kidneys and central
nervous system:

o Ethylene glycol

Vomiting Agents: Chemicals that cause nausea and vomiting.
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o Adamsite (DM)

34.1 Chemical Release Hazards specific to San Joaguin County

Due to the transportation infrastructure and large agribusiness in San Joaquin County, there are
chemical hazards that could pose a non-routine emergency due to their location, toxicity or large
amount stored. Such chemicals include but are not limited to:

Anhydrous Ammonia
Ammonium Nitrate
Propane

Liquefied Natural Gas
Sodium Hydroxide

Local transportation, storage and industrial facilities can also pose a significant risk due to the
large amounts of one or more type of chemical on site. Such locations would include:

Port of Stockton

Interstate 5 and Highway 99 including cross-freeways such as Highway 12, Highway 4
and Highway 120

Rail lines through the county

Railway Marshalling Yards in South Stockton, off Mariposa Road

Natural gas and refined fuel pipelines

Large-scale chilling/cold-storage facilities

Large-scale wineries
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SECTION 4: RESPONSE TO BICHAZARDS

The First On-Scene Responder and the Incident Command will face a unique set of
circumstances during a non-routine emergency involving biohazards. This is due to the fact that
in most instances, the event is not only a release of a biological agent but a bioterrorism attack.
Such an attack is the deliberate release of viruses, bacteria, or other germs (agents) used to cause
illness or death in people, animals or plants. These agents are often found in nature, but it is
possible they could be altered to increase their virulence (strength), made more resistant to
treatment, or enhance their ability to be transported through the air. Terrorists may use
biological agents because they can be extremely difficult to detect, have delayed toxicological
effect, and create mass panic with significant media interest.

In most situations, the First On-Scene Responder, the Incident Command and the Joint
Hazardous Materials Response Team may be able to do little more than establish scene control
and assist with gathering samples under the guidance of the County Public Health Department
and the FBI.

4.1 Categorization of bichazards/bioterrorism agents

The Center for Disease Control has separated bioterrorism agents into three categories,
depending on how easily they can be spread and the severity of illness or death they cause.
Category A agents are considered the highest risk and Category C agents are those that are
considered emerging threats for disease. It is beyond the scope of this plan to cover all
bioterrorism agents, but only those that pose a more common threat and concern.

Category A

These high-priority agents include organisms or toxins that pose the highest risk to the public
and national security because:

* They can be easily spread or transmitted from person-to-person

* They result in high death rates and have the potential for major public health impact
* They might cause public panic and social disruption

* They require special action for public health preparedness

Anthrax is an example of a Category A agent.
Category B
These agents are the second highest priority because:
* They are moderately easy to spread
* They result in moderate illness rates and low death rates

* They require specific enhancements of CDC’s laboratory capacity and enhanced disease
monitoring
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Ricin is an example of a Category B agent

Category C

These third highest priority agents include emerging pathogens that could be engineered for mass
spread in the future because:

* They are easily available
* They are easily produced and spread
* They have potential for high morbidity and mortality rates and major health impact

The emerging infectious disease hantavirus is an example of a Category C agent.

4.2 Personal Protective Equipment against Bibazards

The following guidelines for the choice and use of Protective Clothing and Respirators against
biological agents are taken from the CDC report “Interim Recommendations for the Selection
and Use of Protective Clothing and Respirators Against Biological Agents.”

When using respiratory protection, the type of respirator is selected on the basis of the hazard
and concentration. For a biological agent, the air concentration of infectious particles will
depend upon the method used to release the agent. It is suggested the self-contained breathing
apparatus (SCBA) used by first responders and the Joint Hazardous Materials Response Team
will provide respiratory protection against biological exposures associated with a suspected act
of terrorism.

Protective clothing, including gloves and booties, also may be required for the response to a
suspected act of biological terrorism. Protective clothing may be needed to prevent skin
exposures and/or contamination of other clothing. The type of protective clothing needed will
depend upon the type of agent, concentration, and route of exposure.

42.1 Levels of Personal Protective Equipment

Recommendations for personal protective equipment are as follows:

Responders may use a NIOSH-approved (National Institute for Occupational Safety and Health),
pressure-demand SCBA with a Level A protective suit in responding to a suspected biological
incident where any of the following information is unknown or the event is uncontrolled:

* The type(s) of airborne agent(s)

* The dissemination method

e If dissemination via an aerosol-generating device is still occurring or it has stopped but
there is no information on the duration of dissemination, or the exposure concentration
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Responders may use a Level B protective suit with an exposed or enclosed NIOSH-approved
pressure-demand SCBA if the situation can be defined in which:

* The suspected biological aerosol is no longer being generated
* Other conditions may present a splash hazard

Responders may use a full facepiece respirator with a P100 filter or powered air-purifying
respirator (PAPR) with high efficiency particulate air (HEPA) filters when it can be determined
that:

* An aerosol-generating device was not used to create high airborne concentration
* Dissemination was by a letter or package that can be easily bagged

Care should be taken when bagging letters and packages to minimize creating a puff of air that
could spread pathogens. It is best to avoid large bags and to work very slowly and carefully
when placing objects in bags. Disposable hooded coveralls, gloves, and foot coverings also
should be used. NIOSH recommends against wearing standard firefighter turnout gear into
potentially contaminated areas when responding to reports involving biological agents.

422 Decontamination of Personal Protective Equipment

The decontamination of protective equipment and clothing is an important precaution to ensure
any particles that might have settled on the outside of protective equipment are removed before
taking off gear. Decontamination sequences currently used for hazardous material emergencies
should be used as appropriate for the level of protection employed. Equipment can be
decontaminated using soap and water, and a 0.5% to 0.10% solution of hypochlorite solution
(one part house bleach to 9 parts water) can be used as appropriate or if gear had any visible
contamination. After completing decontamination, personnel should shower using copious
amounts of soap and water.

4.3 Anthrax

Anthrax is a serious disease listed by the CDC as a Category A agent. It is caused by exposure
to the bacteria Bacillis anthrasisin the shape of a spore. A bacterium is a very small organism
made up of one cell. A spore is a cell that is dormant but may come to life with the right
conditions. There are three types of anthrax:

¢ Skin (cutaneous)
* Lungs (inhalation)
* Digestive (gastrointestinal)

Anthrax is not known to spread from one person to another. Humans can become infected with
anthrax by handling products from infected animals or by inhaling anthrax spores from infected
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animal products. Humans can also become infected with gastrointestinal anthrax by eating
undercooked meat from infected animals. People can spread the disease by carrying the spores
in their clothing, shoes, on the skin or in their hair.

As a terrorist weapon, anthrax poses the greatest threat for emergency first responder and
Incident Command. Anthrax has been deliberately spread through postal letters. In such an

event, widespread concern and potential for infection is high.

Further information can be found in the CDC fact sheet in Section 6.1.2.

43.1 Response to an Anthrax Event

If the initial report is of a letter/container with an unknown substance, refer to Section 5 of the
policy for proper response.

For the selection of proper personal protective equipment, refer to Section 4.2.

Reports of an anthrax event may come from someone receiving a suspicious letter or package
with a white powder, an articulated threat from terrorist activity reporting such a device, or by
member(s) of the public complaining of unusual symptoms. In any situation it is important that
notification be made immediately to the local law enforcement agency and the county public
health officer. Those taking the call, or a Dispatch Center should obtain the following
information:

* Description of the package involved

* Location of suspected source, type of building and occupancy
* Safe route of approach

* Reports of any injuries or symptoms if present

*  Other suspicious behavior

* Name of reporting party and call-back number

For a suspicious package found in the field, follow the guidance in Section 5 of the policy. Atno
time should law enforcement or other personnel without proper chemical protective clothing and
training attempt to sample or further identify an unknown powder.

4.3.2 Confirmation of Suspected Anthrax Poisoning
Anthrax poisoning does not exhibit immediate symptoms of illness. Symptoms can appear
within 7 days of coming into contact with the bacterium for all three types of anthrax. For

inhalation anthrax, symptoms can appear within a week or up to 42 days to appear.

The symptoms of anthrax are different depending on the type of the disease:
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* Cutaneous: The first symptom is a small sore that develops into a blister. The blister
then develops into a skin ulcer with a black area in the center. The sore, blister and ulcer
do not hurt

* Gastrointestinal: The first symptoms are nausea, loss of appetite, bloody diarrhea, and
fever, followed by bad stomach pain

e Inhalation: The first symptoms of inhalation anthrax are like cold or flu symptoms and
can include a sore throat, mild fever and muscle aches. Later symptoms include cough,
chest discomfort, shortness of breath, tiredness and muscle aches

43.3 Treatment of Anthrax Poisoning

In most cases, early treatment with antibiotics can cure cutaneous (skin) anthrax. Even if
untreated, 80 percent of people infected with cutaneous anthrax do not die. Gastrointestinal
anthrax is more serious because between one-fourth and more than half of cases lead to death.
Inhalation anthrax is much more severe. With the postal letter attacks of 2001, about half of
inhalation exposures ended in death.

434 Risk Communication

Whether an anthrax emergency is actual or not, information given to the public must be accurate
and timely. Disinformation and the spread of rumor and fear can be part of a terrorist related
activity. The Public Health Officer should work with County and local Public Information
Officers and Emergency Medical Services to ensure correct information is given. If necessary, a
Joint Information Center can be established for multi-jurisdiction coordination.

44 Ricin

Ricin is listed by the CDC as a Category A agent. Ricin is derived from seeds of the castor bean.
As a bio-terror weapon it is simple to manufacture and can be as lethal as anthrax. It has not been
deemed as high a threat as the latter due to a larger amount required to have the same wide-
spread effects of an anthrax attack. On the individual toxicological level however, a small
exposure amount can be lethal. It has been used in postal letter attacks similar to anthrax reports
and response should be similar to an anthrax or unknown/suspicious response.

Ricin can be in the form of a powder, a mist, or a pellet. It can be dissolved in water or weak
acid. It is generally stable, but can be inactivated by temperatures over 80° C.

Further information can be found in the CDC Ricin Fact Sheet, attachment 6.1.16.
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44.1 Response to a Ricin Event

If the initial report is of a letter/container with an unknown substance, refer to Section 5 of the
policy for proper response.

For the selection of proper personal protective equipment, refer to Section 4.2.

Reports of a ricin event may come from someone receiving a suspicious letter or package with a
white powder, liquid or pellet(s), an articulated threat from terrorist activity reporting such a
device, or by member(s) of the public complaining of unusual symptoms. Unlike anthrax, ricin
can create adverse health effects in a short period of time. In any situation it is important that
notification be made immediately to the local law enforcement agency and the county public
health officer. Those taking the call, or a Dispatch Center should obtain the following
information:

* Description of the package involved

* Location of suspected source, type of building and occupancy
* Safe route of approach

* Reports of any injuries or symptoms if present

*  Other suspicious behavior

* Name of reporting party and call-back number

A ricin release or poisoning can be classified as a crime scene. The Incident Commander shall
contact the Federal Bureau of Investigation (FBI) for further guidance and instruction. Initial
entry into a potentially ricin contaminated area may be to gather evidence. The Incident
Commander and the Hazardous Materials Group Supervisor shall coordinate any such activity
with the FBI.

Exposure can occur by any of the four routes of entry but is primarily an inhalation and ingestion
hazard. First Responders shall deal with the material only after proper zone control and Incident
Command has been established.

4.4.2 Confirmation of Suspected Ricin Poisoning

If it 1s suspected people have inhaled ricin, a potential clue would be a large number of people
who have been in be close contact (such as a mass transit system, hospital or shopping mall)
exhibiting the same symptoms in a short period of time. These symptoms can include fever,
cough and excess fluid in the lungs. This could be followed by severe breathing problems and
possibly death. There is no widely available field-level medical test to confirm ricin exposure.

In situations where the dissemination of ricin is suspected, preliminary environmental testing by
public health may detect ricin in powders or materials released into the immediate environment.
Persons occupying such areas may initially be observed for signs of ricin poisoning.
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443 Treatment of Exposure to Ricin

Giving victims supportive medical care to minimize the effects of the poisoning treats
symptomatic ricin poisoning. Type of supportive medical care would depend on several factors,
such as the route by which victims were poisoned (inhalation, ingestion, or skin or eye
exposure). Care can include assistance with breathing, giving intravenous fluids, symptomatic
medication for conditions such as seizures and low blood pressure, flushing the stomach with
activated charcoal for recent ricin ingestion, or washing eyes with water if eyes are irritated.

Upon identification of persons possibly exhibiting signs of ricin poisoning, emergency medical
services and the local hospital emergency room should be notified immediately. Those
exhibiting symptoms of exposure as discussed above shall be decontaminated through the
decontamination corridor before coming into contact with emergency transports services and
personnel.

444 Public Information

Whether a ricin emergency is actual or not, information given to the public must be accurate and
timely. Disinformation and the spread of rumor and fear can be part of a terrorist related
activity. The Public Health Officer should work with County and local Public Information
Officers and Emergency Medical Services to ensure correct information is presented.

4.5 Botulism

Botulism is a naturally occurring poison from the bacterium C botulinum Although generally
associated as a type of food poisoning, it has been weaponized in the past and can be used as a
terrorist weapon if distributed as a misting or aerosol agent

Relying on an aerosolized bioterrorism weapon is difficult to do so, and not an effective manner
to spread the disease.

The bacterium can be found in the soil, and it can be easy to create a botulism toxin, but creating
one that causes illness in humans is more difficult. In the right form, botulism is a severe nerve
toxin that can lead to respiratory failure and paralysis.

An outbreak of botulism or a series of people complaining of botulism-like symptoms may not
be the result of a terrorist attack, but possibly from a contaminated commercial food source. If
emergency responders do suspect such a situation, a public health emergency may exist. The
County Public Health Officer should be contacted immediately.’

45.1 Response to a Botulism event

% Centers for Disease Control and Prevention: Botulism inthe United States, 1899996
Handbook for Epidemiologists, Clinicians, and Laboratory Workers, Atlanta, GA. Centers for
Disease Control and Prevention, 1998, pg. 14.
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If the initial report is of a letter/container with an unknown substance, refer to Section 5 of this
plan for proper response.

For the selection of proper personal protective equipment, refer to Section 4.2.

Response and identification of a botulism event may be difficult for the Emergency Responder in
the field. Unless an articulated threat of intentional contamination has been made, symptoms
exhibited in humans may not be enough to properly identify the disease. Further action and
identification is going to the responsibility of county public health officer in order to allow for
proper sample collection and laboratory analysis.

Report of a botulism event may come from someone reporting an unusual or not-expected mist
or aerosol release, notification from terrorist activity reporting the release of a botulism toxin, or
by member(s) of the public complaining of unusual symptoms. Like anthrax, botulism takes
time to exhibit symptoms in those exposed. In any situation it is important that notification be
made immediately to the local law enforcement agency and the county public health officer.
Those taking the call, or a Dispatch Center should obtain the following information:

* Description of a package, device, or material otherwise involved

* Location of suspected contamination, type of building and occupancy
* Safe route of approach

* Reports of any injuries or symptoms if present

*  Other suspicious behavior

* Name of reporting party and call-back number

An intentional botulism release or poisoning can be classified as a crime scene. The Incident
Commander shall contact the Federal Bureau of Investigation (FBI) for further guidance and
instruction. Initial entry into a potentially botulism-contaminated area may be to gather
evidence. The Incident Commander and the Hazardous Materials Group Supervisor shall
coordinate any such activity with the FBI.

Exposure can occur by any of the four routes of entry but is primarily an inhalation and ingestion
hazard. Minute quantities acquired by ingestion, inhalation or by absorption through the eye or a
break in the skin can cause severe health effects and death.” First Responders shall deal with the
material only after proper zone control and Incident Command has been established.

452 Confirmation of a suspected Botulism event

Actual confirmation of a botulism event may not come until proper laboratory results have been
received. If there has been a delay between the time of exposure, symptoms showing themselves
and reports made to emergency responders, symptoms in those exposed may be observed in the
field. These symptoms include:

’ Botulism in the United Statgss. 15.
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* Double or blurred vision
* Slurred speech

* Trouble swallowing

* QOverall muscle weakness

Left untreated, symptoms can progress to paralysis. Death is caused by respiratory failure.
Botulism is specifically dangerous to the elderly and to infants.

453 Treatment of exposure to Botulism

There is no pre-exposure treatment or field treatment for botulism exposure. If diagnosed early
however, botulism can sometimes by managed by induced vomiting, which helps purge the toxin
from the body before it can be fully absorbed. An antitoxin serum is available and is quite
effective. However, full recovery from botulism exposure can take weeks or months of intensive
medical care. Full recovery may take years.

The botulism bacterium outside of a host can be destroyed with the use of common cleaners.
The botulism toxin can be destroyed with a strong caustic solution such as sodium hydroxide.
The bacterium itself is destroyed by a 1:10 dilution of household bleach. In both cases, contact
must be for 15-20 minutes to ensure destruction of the toxin and/or the bacterium.®

454 Public Information

Whether a botulism emergency is actual or not, information given to the public must be accurate
and timely. Disinformation and the spread of rumor and fear can be part of a terrorist related
activity. The Public Health Officer should work with County and local Public Information
Officers and Emergency Medical Services to ensure correct information is presented. An
example of information that can be presented is found in Section 6.1.22, Botulism Contamination
Extended and Short Messages.

4.6 Plague

Plague is a disease caused by the bacterium Yersinia pestisIt is generally associated with
rodents and their fleas. It can be found in many parts of the world, including the Western United
States. Since it occurs in nature, it is not difficult to culture and weaponize, but like botulism it
is still difficult to effectively manufacture as a weapon and properly disseminate. The Yersinia
Pestisbacterium causes both bubonic and pneumonic plague. However, inhalation of
aerosolized plague will cause pneumonic plague since it infects the lungs. As the disease has to
be aerosolized to be an effective weapon, a terrorist attack with plague bacterium will cause
pneumonic plague, not bubonic plague.

® Botulism in the United Statgsg. 15.
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The aerosolized plague bacterium could cause cases of plague that infect and affect the lungs
(pneumonic plague). One to six days after being infected with the plague, a victim will develop
pneumonic plague. Unlike many other bioweapons, plague can then spread from one victim (or
host) to another. This makes plague a more significant concern than other bioweapons.
Infection from one host to another may allow plague to spread over a much larger area than the
other bioweapons listed in this Section.

4.6.1 Response to a Plague Event

If the initial report is of a letter/container with an unknown substance, refer to Section 5 of this
plan for proper response.

For the selection of proper personal protective equipment, refer to Section 4.2.

Outbreaks of naturally occurring plague do occur, but are well documented and treated. In most
cases, the naturally occurring form is bubonic plague since this is transmitted by the bite of
infected fleas or infected material through a break in the skin. In this situation, the county public
health officer will be aware of the situation and take the usual precautionary measures.

Like all biohazards, response and identification of a plague event may be difficult for the
emergency responder in the field. Unless an articulated threat of intentional contamination has
been made, symptoms exhibited in humans may not be enough to properly identify the disease.
Further action and identification is the responsibility of the County Public Health Officer in order
to allow for proper sample collection and laboratory analysis.

Report of a plague event may come from someone reporting an unusual or not-expected mist or
aerosol release, notification from terrorist activity reporting the release of pneumonic plague
bacterium, or by member(s) of the public complaining of unusual symptoms. Like anthrax,
plague takes time to exhibit symptoms in those exposed. Unlike anthrax, plague may spread
faster and further due to being passed from one host to another. In any situation it is important
notification be made immediately to the local law enforcement agency and the county public
health officer. Those taking the call, or a Dispatch Center should obtain the following
information:

* Description of a package, device, or material otherwise involved

* Location of suspected contamination, type of building and occupancy
* Safe route of approach

* Reports of any injuries or symptoms if present

*  Other suspicious behavior

* Name of reporting party and call-back number

An intentional pneumonic plague release can be classified as a crime scene. The Incident
Commander shall contact the Federal Bureau of Investigation (FBI) for further guidance and
instruction. Initial entry into a potentially plague-contaminated area may be to gather evidence.
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The Incident Commander, the Hazardous Materials Response Team, and the Hazardous
Materials Group Supervisor shall coordinate any such activity with the FBI.

4.6.2 Confirmation of a Suspected Plague Event

Due to the one to six-day delay between infection and exhibition of symptoms, it will be difficult
to positively identify the actual release of pneumonic plague. Unless a suspected source is
identified or an articulated threat has been made, actual confirmation will have to wait for the
return of laboratory results.

For emergency responders who may come in contact with plague victims there are observable
symptoms. These include fever, weakness, and rapidly developing pneumonia with shortness of
breath, chest pain, cough, and sometimes bloody or watery sputum. Nausea, vomiting, and
abdominal pain may also occur. Without early treatment, pneumonic plague usually leads to
respiratory failure, shock, and rapid death.

4.6.3 Treatment of Exposure to Plague

Plague can be treated quite easily compared to other diseases such as botulism. Antibiotics
should be given within 24 hours of the onset of symptoms. Different types of antibiotics can be
effective. Early in the response to a bioterrorism attack, these drugs would be tested to
determine which is most effective against the particular type of plague used.

464 Risk Communication

Whether a plague emergency is actual or not, information given to the public must be accurate
and timely. Disinformation and the spread of rumor and fear can be part of a terrorist related
activity. The Public Health Officer should work with county and local Public Information
Officers and Emergency Medical Services to ensure correct information is presented.
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SECTION 5:  UNKNOWN/SUSPICIOUS LETTERS OR CONTAINERS

A large number of potentially suspicious letters and packages continue to be reported to federal,
state, and local law enforcement and emergency response agencies nationwide. In some
instances these letters or packages may include powders, liquids, or other materials. County
response agencies should be aware of the potential for small-scale exposure such as potentially
found in letters and containers, which could result from material contained in threatening or
suspicious packages.

The First On-Scene Responder and the Incident Command can use the following five types of
scenarios to respond to reports of letters/containers with unknown powders (or suspected terrorist
chemicals) or for those complaining of adverse reactions to a possible release of a chemical.’
Personal protective equipment shall be used as recommended in Section 4.2.

5.1 Letter/Container with unknown powder-like substarce and threatening
communication (with or without illness)

Since there is an articulated threat, it is likely the substance was intentionally introduced into the
package in an effort to validate that threat. An articulated threat itself (with or without the
presence of a suspicious substance) is a federal crime and may also constitute a violation under
state and local statutes. The local Federal Bureau of Investigation (FBI) Weapons of Mass
Destruction (WMD) Coordinator and/or FBI Joint Terrorism Task Force (JTTF), local
Hazardous Materials Response Teams and the San Joaquin County Public Health Department
should be notified.

5.1.1 Incident Command

The appropriate authority as discussed in Section 1.4 of this Response Plan will assume incident
Command. It is the responsibility of the Incident Commander to establish the Incident
Command System and ensure notifications of the above-mentioned responders have been made
or will be made. As the referenced agencies arrive, the IC can evolve into a Unified Command if
necessary.

? Guidance of Initial Responses to a Suspicious Letter/Container with a Potential
Biological Threat FBI, DHS, HHS/CDC Coordinated Document, November 2, 2004.
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5.1.2 Assessment and Response

At this stage, and later again as necessary, the FBI will conduct a timely WMD threat assessment
with local law enforcement, fire and Joint Hazardous Materials Response Team personnel. This
process utilizes coordination from FBI Headquarters elements to conduct an initial assessment of
the credibility of the threat and provide technical support to responders who are on-scene. In
coordination with recommendations from the threat assessment process and the IC/Unified
Command on-scene, trained Hazardous Materials Response Team personnel should screen
evidence for the presence of chemicals and radiological material and double-bag in clear sealed
bags (where possible), consistent with chain-of-custody requirements. Before packaging, and
when possible, photographs of the letter or container should be taken, and relevant information
be documented.

Under no circumstances should an unprotected responder, such as a law enforcement officer,
attempt to package an unknown substance.

If the incident involves an unopened container such as a box, a certified bomb
technician/explosives ordinance disposal team should evaluate it. Once evaluated, Hazardous
Materials Response Team members can handle the container. The Joint Team for must also
evaluate any letters or packages radiological and chemicals hazards before being released to law
enforcement personnel for transport.

The FBI, or the responding law enforcement agency, will ensure a certified HAZMAT team has
performed necessary field safety screening before transporting to an appropriate laboratory. This
field safety screening should be clearly documented and limited to screening for pH (for liquids),
radioactivity, volatile organic compounds, flammable materials, and oxidizing agents. The
appropriate laboratory will only perform definitive analysis.

A chain-of-custody form must be initiated along with an incident report. The FBI will then
coordinate delivery of the evidence to the designated Laboratory Response Network (LRN)
laboratory for further testing and analysis.

5.2 Letter/Container with a threat but no visible powder or substance present

Merely threatening the use of a chemical or biological agent is a violation of federal law and will
require further investigation. As in section 4.1 above, all of the responders should be notified.
Although no powder may be visible to the eye, there could be trace amounts of material present
that could represent a health risk and also provide forensic evidence required for further
investigation and prosecution.

Therefore, the guidance in section 4.1 above also applies to responses to a letter/container
containing a threat with no visible powder or substance.
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5.3 Letter/Container with unknown powder, no articulated threat, and no illness

As there is no threat and no one is ill, it must be determined if there is a logical explanation for
the presence of this substance. An example would be the Office of Emergency Services
receiving notification of a large mailing of aspirin samples. If a reasonable and defendable
explanation can be given as to the source of the substance, there is not articulated threat, and that
no one is ill, then no further actions are required.

If a reasonable source cannot be determined or there is any uncertainty, the steps in section 4.1
shall be followed.

5.4 Letter/Container with no visible powder, no threat, but recipients are ill

This situation has the most potential for problems and confusion. Those who come into contact
with anthrax or other biological pathogens/toxins may not immediately appear symptomatic.
Although no powder or substance may be available to be collected for testing, county public
health may decide to use clinical samples from potentially exposed individuals.

Under these circumstances it may be difficult to determine if a letter/container is actually
associated with the illness. As there is no specific threat to investigate, this is a county public
health issue and medical issue. It is still potentially a criminal act so law enforcement would be
involved as well.

Initial notifications will be the same as section 4.1. County public health shall take the primary
response role. The main concern will be the treatment and well being of the recipient(s), but
public health and law enforcement should maintain close contact.

Depending on the scale and nature of the incident, if Health and Human Services (HHS) and the
Center for Disease Control (CDC) are notified, they will maintain close contact and coordinate
with the Department of Homeland Security (DHS). If a potential criminal connection is
identified, the FBI will conduct an initial threat assessment and initiate appropriate actions and
notifications as per section 4.1.

5.5 Letter/Container arrives with no powder, no threat, the recipient & not ill, but the
recipient is concerned about the package

In this situation, no local law enforcement or hazardous materials response is required.

However, if other threat indicators are present such as excess postage, misspelled names, unusual
odors/colors etc., law enforcement and the United States Postal Inspection Service should be
notified to evaluate for potential hazards. If the assessment determines the letter/container is
suspicious, then steps listed in section 4.1 shall be followed.
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SECTION 6: Attachments

6.1.1 CDC Procedures for Collecting Environmental Samples for Culturing Anthrax

Revised April 2002

Preface Environmental sampling to determine the presence of Bacillus anthracispores in
indoor environments is an important tool for assessing risk for exposure. Environmental
sampling can also be used to determine the extent and degree of contamination, to support
decisions regarding the need for medical treatment or cleanup, and to provide guidance regarding
when cleanup is adequate to permit re-entry into an area.

The decision to collect environmental samples for culturing B. anthracisshould be made by
industrial hygienists and other experts familiar with the organism and the sampling
methodologies described in this document. Representatives from laboratories, as well as local,
state, and federal agencies, should be consulted during the decision-making process. The
decision to sample should be based on the extent and location of any suspected contamination,
the potential for the contaminant to migrate, and the activity for which the facility is used.

Currently, no occupational or environmental exposure standards exist for B. anthracisspores. In
addition, there are presently no validated sampling and analytical methods specifically for B.
anthracisin environmental samples. Data are lacking on collection efficiency of the sample
collection media (swabs, wipes, filters, etc.) for typical porous and non-porous surfaces
encountered in indoor environments (e.g., furniture, carpet, letters, clothing, ventilation system
filters). The effect of varying concentrations of B. anthraciscontaining particles and dust loading
on sampling efficiency has not been studied. Further, the recovery efficiency of the analytical
methods (efficiency of removal of B. anthracisspores from the sample collection media) has not
been adequately evaluated and limits of detection have not been established.

Culture with positive identification of B. anthracigCDC culture method) is the confirmatory test
for environmental samples.1 The methods described in this document are believed to be more
sensitive than the available hand-held rapid-assay devices for the detection of B. anthracis At
the present time, PCR- or immune-based assays for B. anthracishould not be used alone but
should be confirmed with samples analyzed by culture methods to make public health decisions.

This guidance document is based on the experience of CDC field investigators and laboratorians
during the recent anthrax response investigations and experience with environmental monitoring
for other contaminants in indoor environments. This document will be revised and updated as
new information becomes available. Further research is needed to clarify the sensitivity of the
sampling and analytical methods for known or suspected B. anthracis.

Plan for Investigating B. anthracis Environmental Contamination: Several components are
essential for the implementation of a successful sampling strategy during a B. anthracis
investigation. Key components include properly trained personnel, suitable sample media and
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supplies, appropriate safety policies, and thorough record keeping/documentation procedures.
Potentially contaminated areas should be secured to prevent cross-contamination and re-
aerosolization of B. anthracisspores.

Training : The use of experienced investigators to conduct environmental sampling will provide
the greatest probability of locating and identifying B. anthracisspores, if present. Personnel
should be properly trained in the appropriate disciplines necessary for sample collection,
including sampling methods, knowledge of building systems, dissemination pathways, aerosol-
generating procedures/equipment, use of personal protective equipment (PPE), safety, and
decontamination methods.

Safety: All personnel who enter the contaminated area must follow the safety and infection
control plan developed for that particular site. Information regarding PPE for investigators can be
found in the CDC Advisory document “Protecting Investigators Performing Environmental
Sampling for Bacillus anthracisPersonal Protective Equipment”.

Safety considerations are imperative not only for investigators but for the general public.
Depending on the size of the area involved, the types of surfaces potentially contaminated, and
the extent of contamination, it may be necessary to isolate and control access to the contaminated
area to prevent the spread of contamination through the movement of people or equipment.
When selecting sampling equipment, consideration should be given to whether the equipment
can be effectively decontaminated or whether it must be properly disposed of after use.

Record Keeping/Documentation Comprehensive documentation of sampling procedures is
required. Detailed notes should be kept to document the methodology used to create sampling
strategies and sample collection. At a minimum, the following information should be recorded:
the discrete sample number or identifier, sample location, type of sample, time and date of
sample collection, name of person collecting sample, room description, ventilation factors (e.g.,
heating, ventilating, and air-conditioning [HVAC] system on or off), and other pertinent
information. Taking photographs and/or obtaining a floor plan to document sample locations and
results are also helpful. Comprehensive sample records often prove useful to help interpret
analytical sample results and to fully evaluate potential risk. Chain-of-custody procedures should
be followed and documented as designated by local or state health laboratory reporting
requirements. A written report of sample results should be obtained from the laboratory and
should include a detailed description of the analytical procedures and any deviations from these
procedures that may have occurred.

Sampling Strategy: To design a credible sampling strategy, the investigator must decide what
question the data are intended to answer. Defining the goal of a sampling survey is essential to
capturing data that are scientifically meaningful and therefore useful in the decision-making
process of an investigation. Once the goal of the sampling is adequately defined, an appropriate
sampling strategy can be developed and implemented.

Before sampling is begun, the building’s engineer/HVAC facility manager should be consulted
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on the design and operation of the HVAC system(s) to assess airflow patterns and determine
which components (fans, filters, ductwork, etc.) serve a given area. Since most buildings
recirculate air through ducted returns or ceiling plenums to other locations in the building,
shutting down the ventilation system serving the contaminated area may be necessary to avoid
dispersing B. anthracisspores. This issue should be discussed with the HVAC engineer with
specific attention to some areas, such as computer network areas, which require constant
ventilation (cooling) to prevent heat damage to critical systems.

The sampling method and number of samples collected will be influenced by the circumstances
of the potential contamination. A sufficient number of samples must be taken to increase the
probability that the sampling is representative of the extent of contamination. Obtaining samples
from additional locations at varying heights within the area of interest may provide more specific
information on the source and dispersion of the contamination. In an initial investigation where
there has been a known or suspected release of potentially contaminated material, the first
priority should be to collect samples in locations that are near the suspected release source(s). If
the aerosol containing B. anthracis spores has an aerodynamic size of less than 10 micrometers
(um), the particles will remain suspended in the air for extended periods of time (hours to days).
In such cases, the spores can spread throughout an air space and into adjacent areas by following
both localized (people walking by) and generalized (airflow from HVAC systems) airflow
currents. In determining the extent of contamination, investigators should include coverage of
areas along an anticipated contaminant pathway, i.e., those associated with air movement or dust
collection, as well as activities that result in re-aerosolization or cross-contamination. In this
case, the decision logic typically used in indoor environmental quality investigations of
bioaerosols can be applied in identifying other important sampling locations. Spores can also be
carried if they attach to clothing, shoes, or other objects; thus, more distant sampling may be
needed.

The types of sampling methods utilized in a sampling strategy may include the collection of
bulk, surface, and/or air samples. Each sampling method has specific advantages in particular
applications. Consultation with laboratory personnel is essential to determine the capabilities and
analytical process of the laboratories involved. It may be necessary to utilize a combination of
sampling methods to adequately characterize an environment. Those performing the sampling
need to be cognizant of how their own activities or the sampling method itself could disturb the
existing environment, and therefore alter the results. Additionally, field and media blank samples
should be sent to the laboratory to determine if cross-contamination has occurred during sample
collection. Field blanks should comprise at least ten percent of the total number of samples.

Bulk Sampling: Bulk samples can help investigators characterize the presence of contamination
on building materials such as carpeting, dust cakes on air filters, settled dust (e.g., rafter dusts),
and office equipment. However, because extracting spores from bulk samples can pose exposure
concerns for laboratory personnel, appropriate precautions (such as double-bagging of samples)
should be taken to prevent secondary spreading of spores from contaminated bulk samples. If
collected, these samples should be sent to at least a B level laboratory with biosafety level 3
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(BSL-3) facilities and should be removed within a biological safety cabinet or glove box. It
should be mentioned that some bulk samples pose additional challenges due to unpredictable
recovery of spores. This limitation should be recognized when interpreting sampling results.

Surface Sampling with Wipes or Swabs Surface samples are collected by wiping or swabbing
a moistened, absorptive medium across a non-porous surface. The absorptive media, wetting
agent, and bags used to transport samples should be selected with input from the laboratory
personnel who will be analyzing the samples so that collection procedures will be compatible
with the laboratory’s analytical procedures. There are several absorptive media available, but
non-cotton (rayon, polyester, etc.) wipes or swabs are preferred because of applied laboratory
procedures. The collection media must be sterile and used with a sterile wetting agent such as
sterile water, a sterile saline solution, or a sterile phosphate-buffered solution. Because of the
small surface area of swabs, they are best utilized for smooth surfaces that do not have a large
accumulation of dust. A larger surface area (>100 square centimeters [cm2]) can generally be
sampled with wipe materials.

Surface Samples Collected by HiglEfficiency Particulate Air (HEPA) Vacuuming:
Collecting samples by vacuuming offers the advantages of covering large or dusty, non-porous
surfaces and porous surfaces such as carpeting, ceiling tiles, ventilation systems filters, and cloth
seats. Vacuum samples must be collected using only high-efficiency particulate air (HEPA)
vacuum cleaners. Conventional home or industrial vacuum cleaners should not be used for
sample collection because these vacuum cleaners can further disperse spores if filtration is
insufficient. However, HEPA vacuum samples are not appropriate in sample locations where
insufficient dust mass is collected. There are several methods for collecting vacuum samples.
One option is to connect a Dust Collection Filter Sock (manufactured by Midwest Filtration
Company, Fairfield, Ohio, or equivalent)2 to the inlet nozzle of a HEPA vacuum cleaner. A
second option is to use micro-vacuuming techniques to collect a sample using personal sampling
pumps or carbon vane pumps operating at a high flow rate and utilizing a suitable filter substrate
contained in a closed-face, conductive sampling cassette to which a short section of plastic
tubing cut at a 45° angle is added to the inlet.

Air Samples Air sampling is conducted in limited situations where a clear need exists to
characterize the air concentration of B. anthracisspores. The concentration of spores in the air
will probably decrease over time as the spores settle out or disperse. Air sampling may be of
limited value in areas that are undisturbed or in which ventilation systems have continued to
function, for long periods after a known or suspected release. Air sampling can be used to
evaluate activities that may result in re-aerosolization of settled spores.

Culturable air sampling can be done by a variety of methods, including the use of cascade
impactors. Since B. anthracisspores are quite hardy, samples can also be collected using
sampling pumps and filters (MCE, polytetrafluoroethylene, gelatin, etc.) placed inside sampling
cassettes. To minimize sample loss, it is recommended that conductive sampling cassettes be
used. (Additionally, the inside surfaces of the cassette can be rinsed to remove spores that may
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have adhered to the surfaces and the rinse considered as part of the sample).

Further information on air sampling for microorganisms can be found in the methods described

in the American Industrial Hygiene Association (AIHA) Field Guide for the Determination of
Biological Contamiants in Environmental Samples (Fairfax, VA, 198f) the American
Conference of Governmental Industrial Hygienists (ACGJBioaerosols: Assessment and
Control (Cincinnati, OH, 1999)

Sample Packaging and ShipmentEnvironmental samples collected for the purpose of
determining if B. anthracisspores are present should be considered “Infectious Substances.” As
such, these samples must be packaged, labeled, marked, and shipped according to applicable
federal and international regulations (Public Health Service, Department of Transportation, the
United States Postal Service, and the International Civil Aviation Organization [as published by
the International Air Transport Association, Dangerous Goods Regulation]). General information
on sample packaging and shipping.

It is the responsibility of the shipper to ensure correct identification, classification, packaging,
labeling, marking, and documentation for all shipments of infectious substances. Investigators
who will be handling and transporting infectious substances must receive training on these
regulations prior to collecting samples for submission to an analytical laboratory. Chain-of-
custody procedures should be followed and documented.

Sample Analysis Due to the degree of complexity and safety required during B. anthracis
analysis, samples should be analyzed at a facility that is part of the Laboratory Response
Network for Bioterrorism (LRN), with adequate safety procedures in place. Additional
information may be obtained at http://www .phppo.cdc.gov/nltn/pdf/LRN99 pdf.

For example, swab samples collected for rule-out testing can be analyzed at an LRN Level A
laboratory (generally a CLIA-certified clinical laboratory) using BSL-2 facilities and BSL-3
safety practices. All other samples including bulks, wipes, air samples, or vacuum samples
should be analyzed for B. anthracisat an appropriate LRN Level B or C laboratory using BSL-3
facilities. In addition, all culture isolates that cannot be ruled out and are therefore presumptively
positive should be referred to an LRN Level B or C laboratory for confirmatory testing. LRN
personnel should be consulted when a sampling plan is designed and at subsequent stages of the
investigation.

Safety considerations for laboratory personnel involved with analytical processing of samples are
paramount. Laboratory personnel must be adequately trained to handle infectious agents and
must utilize proper procedures to reduce exposure during analysis. Additional information
regarding safe laboratory practices and the Biosafety in Microbiological and Biomedical
Laboratories (BMBL) 4th Edition.

Sample Interpretation: A multidisciplinary team including field investigators, laboratory
personnel, medical professionals, as well as local, state, and federal agency officials should
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interpret analytical results. Inclusion of field investigators and laboratory personnel in the
interpretation process will provide the best insight into sample collection and recovery. Since
analytical methods are not fully validated for B. anthracisinvestigators who review and
interpret the results of environmental sampling must consider these limitations and use
professional judgment in interpreting any positive or negative findings as well as quantitative or
semi-quantitative results.

Collecting Bulk Samples

Some laboratories, including all Level A laboratories, cannot accept bulk samples due to
safety concerns that arise during sample processing. Therefore, the receiving laboratory
should be contacted before bulk samples are collected to determine whether such samples will
be accepted. Bulk samples may include items such as sections of carpet, office equipment,
supplies, vials of dust, or ventilation filters.

* Maintain appropriate chain-of-custody documentation and procedures

* Don sterile, non-powdered nitrile or vinyl examination gloves over the gloves that are part of
standard PPE and clothing

* Collect and bag the item; seal the bag

* Label the bag and place in another unused, self-sealing bag (such as a Ziploc® bag or
Whirlpak®)

Document the following items:
* Discrete sample number or identifier
* Sample location
* Type of sample
* Time and date of sample
* Name of person collecting sample

* Map of sample area

6. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
approximately 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.
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7. Place the cleaned sealed bag in another unused self-sealing bag, and prepare for shipping
according to applicable guidelines and regulations.

To collect another sample, change gloves to prevent cross-contamination and repeat steps 1-6.
8. Submit the samples to the laboratory for culture and/or other analyses (e.g., microscopy).
9. Transport samples to the Level B or C laboratory at ambient temperature.

Collecting Sterile Swab Samples (Qualitative or Quantitative)

The following steps are used to collect samples for laboratory culture from small, non-porous
surfaces or objects (keyboards, hard-to-reach areas within machinery, mail sorters, ventilation
grilles, etc.).

1. Maintain appropriate chain-of-custody documentation and procedures.

2. Don sterile, non-powdered nitrile or vinyl examination gloves over the gloves that are part of
standard PPE and clothing.

3. Remove a sterile, non-cotton swab from the package.

4. Moisten the swab with sterile water, sterile saline, or sterile phosphate-buffered saline (PBS)
solution using aseptic technique to prevent cross-contamination. Note: check with the laboratory
that will do the analysis to determine which type of swab and solution is preferred.

5. Wipe the surface. Recommended wipe area is <100 cm2. Avoid letting the swab dry
completely. Suggested sampling technique: make enough vertical S-strokes to cover the entire
sample area.

6. Place the sampled swab in a sterile conical vial, and cap the vial.

7. Label the vial, and place it in a self-sealing bag (such as a Ziploc® bag or Whirlpak®, or
similar).

8. Document the following items:
* Discrete sample number or identifier
* Sample location
* Type of sample
* Time and date of sample

* Name of person collecting sample
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* Measured size of the area sampled

* Map of sample area

9. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
about 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.

10. Place the cleaned sealed bag in another unused similar self-sealing bag.
To collect another sample, change gloves to prevent cross-contamination and repeat steps 1-10.

11. Prepare samples for shipping according to applicable guidelines and regulations and submit
the samples to the laboratory for analysis

12. Transport samples to the Level A or higher laboratory at ambient temperature.
Collecting Sterile Surface Wipe Samples (Quantitative or Qualitative)

For use on large, non-porous surfaces such as table tops, counters, desks, file cabinets, and
non-carpeted floors.

1. Maintain appropriate chain-of-custody documentation and procedures.
2. Don sterile, non-powdered examination gloves over the gloves that are part of standard PPE.

3. Remove a sterile 3" X 3" (or smaller) synthetic (non-cotton) gauze pad (gauze, Handi-Wipe®,
sterile sponges) from package.

4. Moisten the gauze with sterile water, sterile saline, or sterile PBS solution using aseptic
technique to prevent cross-contamination. Note: check with the laboratory that will do the
analysis to determine which gauze and solution is preferred.

5. Wipe the surface. Recommended wipe area is approximately 1 square foot. Avoid letting the
gauze pad dry completely. Suggested sampling technique: make enough vertical S-strokes to
cover the entire sample area; fold the exposed side of the pad; make horizontal S-strokes over the
same area.

6. Place the sampled gauze in a sterile conical vial, and cap the vial.

7. Label the vial, and place it in a self-sealing bag (Ziploc® bag, Whirlpak®, or similar).

San Joaquin Operational Area- 6-8 October, 2009
Non Routine Emergency Response Plan



San Joaquin Operational Area Hazardous Materials Area Plan

8. Document the following items:
* Discrete sample number or identifier
* Sample location
* Type of sample
* Time and date of sample
* Name of person collecting sample
* Measured size of the area sampled

* Map of sample area

9. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
about 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.

10. Place the cleaned sealed bag in another unused self-sealing bag.
To collect another sample, repeat steps 1-9. Change gloves between samples.

11. Prepare samples for shipping according to applicable guidelines and regulations and submit
the samples to the laboratory for analysis.

12. Transport samples to a Level B or C laboratory at ambient temperature.
Collecting Samples with a HEPA Vacuum Cleaner

The following steps should be used to collect samples for laboratory culture from large, porous
or dusty, non-porous, dust/dirty surfaces such as carpeting, upper surface of ceiling tiles,
ventilation systems, and papers. If the number of CFUs per gram of dust is desired, then pre-
weighed filter socks should be used. Alternatively, the mean filter weight of several socks could
be used as a background, representative weight.

1. Maintain appropriate chain-of-custody documentation and procedures.

2. Don sterile, non-powdered nitrile or vinyl examination gloves over the gloves that are part of
the standard PPE and clothing.

3. Insert a cone-shaped Dust Collection Filter Sock manufactured by Midwest Filtration
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Company, Fairfield, Ohio, or equivalent) into the vacuum cleaner nozzle.

4. Fold the plastic sleeve over the outside of the nozzle, and secure it with an elastic band, or
hold firmly in place using a gloved hand.

5. HEPA-vacuum the surface. Note: 1-2 tablespoons of vacuumed debris are desired.Technique:
make one pass of the entire sampling area at a slow rate (12 inches per 5 seconds).

6. After collecting the sample, remove the tape or elastic band and discard these items as
contaminated waste.

7. Remove the cone-shaped dust collection filter sock, and place it in a self-sealing bag (such as
a Ziploc® bag or Whirlpak®), roll the filter, and place it in a sterile conical vial.

8. Place the sample in a clean self-sealing bag and label it with a discrete identifier.
9. Document the following items:

* Discrete sample number or identifier

* Sample location

* Type of sample

* Time and date of sample

* Name of person collecting sample

* Measured size of the area sampled

* Map of sample area

10. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
about 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.

11. Place the cleaned sealed bag in another unused self-sealing bag.

To collect another sample, wipe the nozzle with an alcohol wipe, change gloves, and repeat steps
1-10.

12. The use of alcohol wipes will physically remove contamination from the nozzle surface but
will not sterilize the surface.
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13. Prepare samples for shipping according to applicable guidelines and regulations and submit
the samples to the laboratory for analysis.

14. Transport samples to the Level B or C laboratory at ambient temperature.
Collecting Air Samples (See references for more detailed information)

Air Cassettes The sampling train consists of an air pump, Tygon® tubing, and a filter
cassette (3-piece 37-mm cassette with a mixed cellulose ester membrane,
polytetrafluoroethylene, or gelatin filter). The appendix below pertains to a mixed cellulose
ester membrane (0.8 pm pore size). If gelatin filters are used, a modified procedure should be
developed.

1. Maintain appropriate chain-of-custody documentation and procedures.

2. Calibrate the sampling train at 2 to 4 liters per minute. If a high volume sampler (similar to
that used for asbestos sampling) is available, use it at the highest sample rate (which may be up
to 16 liters per minute).

3. Remove the cap from the cassette (retain this cap for use later), and collect the sample closed-
faced. Sampling time: as long as practical, generally a minimum of 6 to 8 hours at 2 to 4 liters
per minute is suggested. Note: if gelatin filters are used, then an alternate sampling time and flow
rate may be needed. (Consult manufacturers’ specifications).

4. After the sample is collected, turn off pump, replace cap, and remove the filter cassette from
the sampling train. Label the cassette sample, and place it in a clean self-sealing bag (Ziploc®
bag, Whirlpak®, or similar).

5. Document the following items:

* Discrete sample number or identifier
* Sample location

* Type of sample

* Time and date of sample

* Name of person collecting sample

* Map of sample area

*  Pump start time

*  Pump stop time
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¢ Pump flow rate

6. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
about 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.

7. Place the cleaned sealed bag in another unused self-sealing bag.
8. Submit the samples to the laboratory for analysis.
To collect another sample, repeat steps 1-7.

9. Prepare samples for shipping according to applicable guidelines and regulations and submit
the samples to the laboratory for analysis.

10. Transport samples to the Level B or C laboratory at ambient temperature.
Collecting Air Samples (See references for more detailed information)

Impactors: There are many commercially available impactors. Before selecting a particular
device, the investigator must consider the unique properties and specifications of the impactor
(i.e., particle size cut points, operating flow rate, collection media) prior to making a
determination that it is acceptable for its intended use. Impactors are primarily used in two
ways: (1) using nutrient agar directly for culturable sample analysis, or (2) using filters for
subsequent culture or spore analysis (counting, morphology, etc.). The appendix below
pertains to impactors used with agar plates for culturable samples. If filter samples are used,
an alternate procedure should be developed.

Note: prior to initial sample collection, the impactors should be autoclaved.
1. Maintain appropriate chain-of-custody documentation and procedures.

2. Program sampler for the volume of air to be sampled and aseptically place an open tryptic soy
agar (TSA) with 5% sheep blood plate in the sampler. (Note: specific milliliters of pre-prepared
agar are required for plates used in some impactor samplers (i.e., Andersen N-6), check these
requirements when ordering the amount of fill in your plates.

3. Allow to run for the specified period of time.
4. Collect the plates and cover.

5. Seal plates with gas-permeable tape (i.e., masking tape).
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6. Document the following items:

* Discrete sample number or identifier
* Sample location

* Type of sample

* Time and date of sample

* Name of person collecting sample

* Map of sample area

*  Pump start time

*  Pump stop time

¢ Pump flow rate

7. After the sample is collected, remove the plate and place it in a clean self-sealing bag
(Ziploc® bag, Whirlpak®, or similar).

8. Clean the outside of the sealed bag with a 0.5 to 0.6% sodium hypochlorite solution just prior
to leaving the contaminated area. Typical household bleach sold in the United States contains
about 5 to 6% sodium hypochlorite. The disinfection solution is made by adding 1 part
household bleach to 9 parts water (a 1:10 dilution). Final solutions should be in a pH range of 6
to 8. Clorox® bleach diluted 1:10 meets these requirements. When using other brands, one
should confirm the buffering capacity and sodium hypochlorite concentrations.

9. Place the cleaned sealed bag in another unused self-sealing bag.
10. Submit the samples to the laboratory for analysis.

To collect another sample, wipe the impactor components with an alcohol wipe, change gloves,
and repeat steps 1-9. The use of alcohol wipes will physically remove contamination from the
nozzle surface but will not sterilize the surface. After sample collection is complete, each
impactor should be properly decontaminated with a disinfection solution. The impactors should
be autoclaved before use in an alternate site.

11. Prepare samples for shipping according to applicable guidelines and regulations and submit
the samples to the laboratory for analysis.

12. Transport samples to the Level A laboratory at ambient temperature.
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13. Maintain appropriate chain-of-custody documentation and procedures.

1. Notice to Readers: Use of Onsite Technologies for Rapidly Assessing Environmental Bacillus
anthracis Contamination on Surfaces in Buildings. MMWR 2001 Dec 7;50(48):1087.

2. A number of suggested commercial sources of materials are given in this document in an
attempt to meet the practical needs of the readers. These are sources known to the authors. Their
inclusion does not imply endorsement of the products by the U.S. Department of Health and
Human Services (HHS), Agency for Toxic Substances and Disease Registry (ATSDR), Centers
for Disease Control and Prevention (CDC), or National Institute for Occupational Safety and
Health (NIOSH). It is recognized that equivalent products from other sources may be equally
satisfactory.
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